KWAME OPOKU
Los Angeles / CA | 213-469-7968 | Senior Network Engineer | Cisco Enterprise Networking | LAN/WAN/WLAN | Routing & Switching | Network Security

PROFESSIONAL SUMMARY
Senior Network Engineer with 8+ years of experience designing, implementing, and supporting enterprise Cisco LAN/WAN/WLAN infrastructures across multi-site environments. Expertise in Cisco Catalyst and Nexus switching, BGP, OSPF, EIGRP, VLANs, STP, EtherChannel, HSRP, SD-WAN, VPNs, and wireless networking, with proven success delivering infrastructure upgrades, network migrations, and high-availability solutions. Skilled in troubleshooting complex Layer 1–3 network issues using Wireshark, Grafana, SNMP, and Syslog, while collaborating with cloud, systems, and security teams to maintain secure, resilient, and high-performing enterprise networks. Experienced in data center operations, change management, technical documentation, and mentoring junior engineers. CCNA and Microsoft Azure Administrator (AZ-104) certified, with a strong commitment to operational excellence, continuous improvement, and delivering scalable, business-critical network solutions.


CORE TECHNICAL SKILLS
· Cisco Routing & Switching: Cisco Catalyst Switches, VLANs, STP, Trunking, Routing Fundamentals, DHCP, DNS, OSPF, BGP
· Wireless Networking: WLAN Troubleshooting, SSID/VLAN Mapping, Wireless Client Connectivity, Access Point Support, Authentication Basics
· Enterprise Networking: LAN, WAN, SD-WAN, VPN, Network Monitoring, Packet Loss & Latency Troubleshooting
· Tools & Monitoring: Wireshark, SolarWinds, Grafana, SNMP, Syslog, Jira
· Physical Infrastructure: Rack & Stack, Patching, Cable Management, IDF/MDF Support, Port Mapping, Hardware Installation
· Systems & Platforms: Fortinet FortiGate, Cisco ASA, VMware vSphere, Windows Server, Linux, Azure Networking

CERTIFICATIONS
· Cisco Certified Network Associate (CCNA) – Active
· Microsoft Azure Administrator (AZ-104) – Active
· Pursuing: CCNP Enterprise, AZ-700, AWS Solutions Architect Associate

Education 
· Bachelor of Science in Business Administration – University of Ghana -2016
· Master of Science in Computer Science (In Progress) – University of Tennessee, Knoxville | Expected 2027

PROFESSIONAL EXPERIENCE

Sr Network Engineer | Oracle | Nashville, TN
Aug 2025 – Present
· Lead enterprise network operations supporting large-scale Cisco LAN/WAN infrastructure across multiple business units. 
· Design, implement, and maintain Cisco Catalyst and Nexus switching environments, ensuring high availability and redundancy. 
· Configure and troubleshoot routing protocols including OSPF, BGP, EIGRP, static routing, and route redistribution. 
· Manage enterprise switching technologies including VLANs, STP, RSTP, MST, EtherChannel, HSRP, and VRRP. 
· Provide advanced troubleshooting for DNS, DHCP, IPAM, NAT, packet loss, latency, asymmetric routing, and Layer 2/Layer 3 network issues. 
· Utilize Grafana, Wireshark, SNMP monitoring, Syslog, and network analytics tools to proactively identify performance bottlenecks. 
· Support Cisco wireless infrastructure including Wireless LAN Controllers (WLC), Access Points, SSID design, RF optimization, and client connectivity troubleshooting. 
· Lead data center network installations including rack and stack, structured cabling, patch panel management, fiber validation, and equipment commissioning. 
· Collaborate with cloud, security, server, and DevOps teams to ensure seamless connectivity between on-premises and hybrid cloud environments. 
· Participate in network lifecycle management including hardware refreshes, IOS upgrades, firmware maintenance, and change management activities. 
· Mentor junior network engineers and provide technical guidance during incident response, root cause analysis, and infrastructure deployments. 
· Maintain detailed network documentation including topology diagrams, implementation procedures, standard operating procedures, and disaster recovery documentation.

Senior Network Engineer | GuyCare Services LLC
Jun 2024 – Aug 2025
· Managed enterprise Cisco LAN/WAN and Fortinet SD-WAN infrastructure supporting more than 15 branch locations and over 500 end users. 
· Designed and implemented VLAN architecture, Layer 2 segmentation, trunking, and inter-VLAN routing to improve network performance and security. 
· Configured Cisco Catalyst switches, ISR routers, and Fortinet firewalls for secure enterprise connectivity. 
· Administered routing protocols including OSPF, EIGRP, static routing, and policy-based routing for branch connectivity. 
· Supported Fortinet SD-WAN deployment, VPN connectivity, traffic steering, and WAN optimization initiatives. 
· Performed enterprise wireless support including SSID deployment, VLAN mapping, roaming optimization, and access point troubleshooting. 
· Executed rack and stack deployments, cable management, patch panel organization, MDF/IDF implementation, and hardware installations. 
· Assisted with enterprise network migrations, infrastructure upgrades, circuit cutovers, and site onboarding projects. 
· Conducted packet captures using Wireshark to resolve latency, packet loss, VoIP quality, and application performance issues. 
· Worked closely with security teams to implement ACLs, firewall policies, segmentation, and network access controls. 
· Produced technical documentation including Visio network diagrams, implementation plans, standard operating procedures, and change records. 
· Supported 24x7 production environments through incident management, root cause analysis, and on-call network operations. 

Senior Network Administrator | The Wholesale Capital LLC
Jan 2019 – Jun 2024
· Administered enterprise Cisco network infrastructure supporting multiple office locations with high availability requirements. 
· Designed and maintained Layer 2 and Layer 3 switching infrastructure using Cisco Catalyst platforms. 
· Configured routing protocols including OSPF, EIGRP, static routing, default routes, and route summarization. 
· Implemented VLAN segmentation, trunk links, STP optimization, EtherChannel, and HSRP redundancy. 
· Deployed Cisco VoIP infrastructure including QoS configuration to improve voice performance across WAN links. 
· Troubleshot DNS, DHCP, NAT, VPN, routing loops, broadcast storms, spanning-tree events, and wireless connectivity issues. 
· Performed IOS upgrades, firmware maintenance, hardware replacement, and preventive maintenance activities. 
· Installed routers, switches, firewalls, UPS systems, patch panels, fiber cabling, and structured copper cabling. 
· Coordinated with vendors and telecom providers for MPLS, Internet, and circuit provisioning. 
· Managed monitoring tools to identify bandwidth utilization, interface errors, packet drops, and network outages. 
· Provided Tier 2 and Tier 3 support for escalated network incidents while maintaining SLA compliance. 
· Created network documentation including IP addressing plans, rack elevations, topology diagrams, inventory records, and operational runbooks.

Network Engineer | TechCore Solutions
Jun 2017 – Jan 2019
· Installed, configured, and supported Cisco routers, Catalyst switches, and Fortinet firewalls for enterprise customers. 
· Assisted in deployment of LAN, WAN, VPN, wireless, and Internet connectivity solutions across client environments. 
· Configured VLANs, trunk ports, access ports, inter-VLAN routing, and basic OSPF routing under senior engineering supervision. 
· Supported firewall policy implementation, VPN tunnel troubleshooting, NAT configuration, and security rule updates. 
· Performed Layer 1 through Layer 3 troubleshooting for connectivity, switching, routing, and wireless network issues. 
· Conducted packet analysis using Wireshark to diagnose network latency, retransmissions, duplex mismatches, and packet loss. 
· Participated in rack and stack deployments, structured cabling, fiber patching, hardware installation, and cable certification. 
· Assisted with switch replacements, IOS upgrades, firmware updates, and network migration activities. 
· Maintained accurate network documentation, rack layouts, cable labeling, asset inventories, and port mapping records. 
· Worked with senior engineers during enterprise implementations, maintenance windows, and production cutovers. 
· Supported help desk and infrastructure teams in resolving escalated network incidents within SLA targets. 
· Gained hands-on experience supporting Cisco enterprise networking technologies while participating in infrastructure modernization initiatives. 
