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PROFESSIONAL SUMMARY
Cybersecurity professional with 5+ years of SOC, incident response, and threat intelligence experience, supported by hands-on offensive security practice in penetration testing, attack simulation, exploit validation, and custom Python tooling. Experienced in mapping attacker behavior to MITRE ATT&CK, validating defensive controls, documenting attack paths, and translating findings into actionable remediation guidance for technical and executive stakeholders. CompTIA PenTest+, CySA+, and Security+ certified; OSCP in progress.
CORE SKILLS
Offensive & Validation: Kali Linux, Metasploit, Burp Suite, Nmap, Gobuster, Hydra, Netcat, Nessus, Rapid7 InsightVM
Web Application Testing: Burp Suite (Repeater/Intruder), manual SQLi/XSS testing, custom SQLi Python tooling
Blue Team / Detection: Microsoft Defender, SentinelOne, Taegis XDR, Splunk
Threat Intelligence: VirusTotal, Any.Run, Shodan, MITRE ATT&CK
Identity & Access: Active Directory, Azure AD / Entra ID
Ticketing & Case Mgmt: ServiceNow, Jira
Programming & Scripting: Python
CERTIFICATIONS
OSCP (In Progress)  |  CompTIA PenTest+   |   CompTIA CySA+   |   CompTIA Security+
OFFENSIVE SECURITY PRACTICE
Self-Directed Penetration Testing Practice — HackTheBox & TryHackMe | Ongoing
1. Completed multiple HackTheBox machines and TryHackMe learning paths covering Linux/Windows privilege escalation, Metasploit/Meterpreter, and shell exploitation, documenting full attack chains end-to-end.
1. Built and maintained a personal penetration testing methodology reference covering engagement workflows and web enumeration quick-start procedures, plus a standalone Burp Suite runbook.
1. Reproduced CVE-2018-10933 (libssh authentication bypass) and a path traversal vulnerability in lab environments, using John the Ripper for offline password cracking.
AI Agent Red Team Assessment — Starseer | West Virginia University Capstone
1. Conducting adversarial testing against AI agents and agentic workflows to identify prompt injection, jailbreak, unauthorized tool-use, and integration weaknesses, with remediation recommendations aligned to the OWASP Top 10 for LLM Applications.
EXPERIENCE
Allegis Group
Information Security Analyst, Security Operations	Feb 2025–Present
1. Led major security incident investigations for ransomware, BEC, account compromise, and data exfiltration and delivered executive-ready incident reports aligned to NIST 800-61 and MITRE ATT&CK.
1. Investigated compromised endpoints using Defender XDR and SentinelOne, analyzing event logs, process activity, and network behavior to identify persistence and lateral movement.
1. Served as team subject matter expert for threat intelligence, validating flagged vulnerabilities and monitoring dark web sources for exposed employee and organizational credentials to assess and reduce account compromise risk.
1. Improved investigation consistency by documenting repeatable triage steps, refining escalation guidance, and using VirusTotal, Shodan, and Any.Run to enrich suspicious indicators.
1. Collaborated with SecDevOps teams to review application findings against the OWASP Top 10, providing remediation guidance that bridges security operations with the secure development lifecycle.
1. Used Rapid7 InsightVM to identify and validate vulnerabilities across the environment, mapping affected CVEs to available vendor patches and prioritizing remediation by exploitability and risk.
IT Analyst, TEKsystems (an Allegis Group company)	Aug 2024–Feb 2025
1. Promoted to Information Security Analyst after demonstrating proficiency in security event analysis and incident investigation.
1. Performed system administration tasks in Active Directory, including creating and terminating user accounts to support employee onboarding, offboarding, and account lifecycle management.
1. Managed user access by assigning and removing role-based permissions across systems, ensuring appropriate access levels aligned with job function and least-privilege principles.
Amentum (Contract) — Security Investigator	Nov 2022–Nov 2023
1. Conducted security investigations across email gateways, DLP alerts, file access logs, and endpoint telemetry, building evidentiary timelines and escalating confirmed events with full evidence packages.
1. Authored detailed investigation reports and presented case summaries to senior analysts and stakeholders.
Booz Allen Hamilton (Contract) — Intelligence Analyst	Dec 2020–Nov 2022
1. Authored technical white papers on APT groups (actor profiles, campaign histories, TTPs mapped to MITRE ATT&CK) for government and enterprise clients.
1. Researched ransomware and nation-state threat activity; delivered security awareness and technical training briefings to technical and non-technical stakeholders.
EDUCATION
West Virginia University — M.S., Business Cybersecurity Management (In Progress)	  Expected Aug 2026
Current GPA: 4.0
Eastern Kentucky University — B.S., Homeland Security	Dec 2018
University Certificate, Intelligence Studies |  Minor, Political Science  |  GPA: 3.78
