Akshaya A
Senior Cloud Network & Infrastructure Engineer 
Texas, USA | Akshaya316@outlook.com | +1 (469)819-2277 

CAREER OBJECTIVE
Experienced Senior Cloud Network Engineer with around 7 years of hands-on experience in enterprise networking, Linux systems administration (RHEL, Ubuntu), AWS, and Azure cloud infrastructure. Proficient in Azure Virtual Networks, ExpressRoute, Virtual WAN, AKS networking, and Zero Trust security. Skilled in cloud automation using Terraform, Python, and GitHub Actions with strong expertise in hybrid cloud connectivity and network troubleshooting. Seeking to leverage cloud networking expertise to build secure, scalable infrastructure and contribute to and lead cloud network architecture decisions.
PROFESSIONAL SUMMARY
· Senior Cloud Network Engineer currently contracted with Verizon in the US, contributing to their internal enterprise IT modernization program focused on migrating internal business applications to Azure with Zero Trust security controls enforced across the environment. 
· Hands-on expertise in Azure cloud networking — including Virtual Networks, ExpressRoute, Virtual WAN, Azure Firewall, Private Endpoints, and AKS networking — designed and implemented in a large-scale enterprise environment. 
· Experienced in AWS cloud networking including Transit Gateway, Direct Connect, VPC design, PrivateLink, and security group management, gained while supporting Prudential Financial's US infrastructure team.
· Strong background in network automation — writing Terraform code for Azure infrastructure provisioning and Python Boto3 scripts for AWS, with deployments integrated into GitHub Actions CI/CD pipelines. 
· Proven ability to design and manage hybrid cloud connectivity — establishing private dedicated circuits between on-premises corporate networks and cloud environments using ExpressRoute and AWS Direct Connect. 
· Solid foundation in traditional enterprise networking built at Hitachi Systems — OSPF, BGP, IPsec VPN, MPLS, VLAN management, STP, HSRP, and firewall administration across Cisco and Juniper environments, with hands-on Linux system administration on Red Hat Enterprise Linux and Ubuntu Server across managed client environments. 
· Experienced with cloud security implementation — Azure Firewall, WAF, DDoS Protection, NSGs, RBAC, Zero Trust principles, and Zscaler Private Access across financial and enterprise-grade environments. 
· Worked with F5 BIG-IP LTM and GTM for application load balancing — managing virtual servers, SSL offloading, pool configurations, and health monitors for internal enterprise applications. 
· Proficient in managing AKS networking using Azure CNI — configuring network policies for pod-level traffic control and integrating Private Link for secure microservices communication. 
· Experienced in infrastructure monitoring and observability — Azure Monitor, Network Watcher, Log Analytics, AWS CloudWatch, and SolarWinds NPM used across different roles for proactive issue detection and performance analysis. 
· Handled high-severity incident management across both AWS and Azure environments — joining live bridge calls, running real-time diagnostics, and driving resolution through structured troubleshooting methodologies. 
· Consistent with documentation throughout every role — architecture diagrams, runbooks, change records, and configuration baselines maintained in Confluence and ServiceNow ensuring teams maintained an accurate and current view of the environment at all times.
· Career built entirely on hands-on production experience across India and the US — progressing from enterprise networking fundamentals to senior cloud network engineering on one of the largest telecom networks in the country. 
TECHNICAL SKILLS
	Cloud Networking
	Azure Virtual Network, Azure ExpressRoute, Azure Virtual WAN, Azure VPN Gateway, Azure Route Server, Azure Private Endpoints & Private Link, AWS Transit Gateway, AWS Direct Connect, AWS VPC Design & Subnetting, VPC Peering, Cloud Watch, AWS PrivateLink, Security Groups

	Cloud security
	Palo Alto VM-Series, Azure Firewall, Web Application Firewall (WAF), Azure DDoS Protection, Zero Trust Network Access (ZTNA), Zscaler Private Access (ZPA), Network Security Groups (NSGs), RBAC, PCI-DSS Compliance

	Routing and Switching
	BGP, OSPF, EIGRP, HSRP, VRRP, Static & Default Routing, VLANs, 802.1Q Trunking, STP, RSTP, LACP Port-Channels, Inter-VLAN Routing

	Firewalls & Security Appliances
	Palo Alto NGFW, Cisco ASA, Juniper SRX, Azure Firewall, F5 BIG-IP LTM & GTM

	Automation & DevOps
	Terraform, Ansible, Python (Boto3), Azure DevOps, GitHub Actions, Jenkins, CI/CD Pipeline Integration, Infrastructure as Code (IaC)

	Containers & Kubernetes
	Azure Kubernetes Service (AKS), Docker, Azure CNI, Kubernetes Network Policies, Private Link for AKS, Private Clusters

	Monitoring & Troubleshooting
	Azure Monitor, Network Watcher, Log Analytics, AWS CloudWatch, SolarWinds NPM, Wireshark

	Linux Systems
	Red Hat Enterprise Linux (RHEL 7/8/9), Ubuntu Server (18.04/20.04/22.04), shell scripting (Bash), user & permission management, system hardening,  Linux system administration, package management (yum/dnf/apt), cron jobs, systemd services

	WAN & Connectivity
	MPLS, IPsec Site-to-Site VPN, SSL VPN, ExpressRoute Global Reach, SD-WAN (Cisco Viptela, Meraki)

	Protocols & Fundamentals
	TCP/IP, DNS, DHCP, NAT, ARP, ICMP, QoS (DSCP, LLQ, Traffic Shaping), VoIP Networking



PROFESSIONAL EXPERIENCE
Sr. Cloud Network Engineer	Aug 2023 – Present
Verizon — Enterprise IT Modernization (Azure Migration)
· Architected and implemented enterprise-grade hybrid cloud network infrastructure connecting on-premises datacenter to Azure using ExpressRoute and BGP dynamic routing, coordinating with on-premises Cisco and Palo Alto teams to establish end-to-end connectivity with automatic failover via redundant VPN Gateway achieving 99.99% network availability. 
· Designed Hub-spoke network architecture deploying Azure Route Server with BGP peering to Palo Alto VM-Series NVA, and implemented Azure Virtual WAN for branch office connectivity, enabling dynamic route propagation across all spoke VNets eliminating manual route table management.
· Implemented a comprehensive Zero Trust security model deploying Azure Firewall, Palo Alto NVA, WAF, and DDoS Protection Standard across the enterprise environment. 
· Configured Private Endpoints with Private DNS zones for all PaaS services and designed an NSG strategy with RBAC enforcing least-privilege access, ensuring zero public internet exposure. 
· Deployed F5 BIG-IP LTM and GTM solutions with SSL offloading, iRules, and HA configurations for optimized application delivery, and configured Azure Private Link and Service Endpoints securing PaaS connectivity across hybrid environment.
· Managed AKS cluster networking using Azure CNI implementing private clusters, network policies for zero-trust micro-segmentation, ingress controllers, and Private DNS integration, troubleshot CNI IP exhaustion and pod connectivity failures establishing IP planning standards reducing MTTR by 40%.
· Automated 50+ monthly network change requests implementing full IaC using Terraform and Ansible, integrated Azure DevOps CI/CD pipelines with YAML policy validation and approval gates, developed Bash and Python scripts for NSG auditing and security posture validation reducing deployment time by 70%.
· Built comprehensive monitoring solution combining Azure Monitor, Network Watcher, Log Analytics with custom KQL queries, Connection Monitor, NSG Flow Logs, and Dynatrace integration reducing MTTD from hours to minutes across hybrid environment. 
· Enforced Linux security hardening across RHEL 8/9 and Ubuntu Server hosts in the Azure environment — implementing CIS benchmark controls, managing user access and sudo privileges, configuring auditd for system-level event logging, and ensuring hosts remained audit-ready for SOC2/HIPAA compliance reviews.
· Led P1/P2 network incident response resolving BGP session failures, ExpressRoute circuit issues, and AKS networking problems, performing root cause analysis and implementing preventive measures reducing repeat incidents by 60%.
· Designed and validated network disaster recovery runbooks for Azure hybrid infrastructure — conducting periodic DR drills, verifying failover paths, and ensuring RTO/RPO targets were met across critical business applications.
· Conducted monthly Azure network cost analysis — identifying underutilized ExpressRoute circuits and over-provisioned gateways, right-sizing bandwidth allocations and achieving 30% infrastructure cost reduction.
· Supported SOC2/HIPAA compliance audits delivering network architecture documentation, traffic flow evidence, and security control validation achieving zero audit findings, while mentoring junior engineers and maintaining detailed network topology diagrams across enterprise environment.
· Coordinated with Cisco, Palo Alto, and Microsoft support teams during critical network incidents — managing vendor escalations, tracking resolution timelines, and ensuring minimal business impact during P1/P2 outages.

Cloud Network Engineer	Jan 2022 – Jun 2023
Prudential Financial
· Designed and built AWS Transit Gateway architectures to connect 12+ VPCs across multiple AWS accounts — consolidating a fragmented routing setup into a scalable, centralized topology that improved performance and network visibility. 
· Managed AWS Direct Connect circuits providing dedicated private connectivity between AWS regions and the US corporate network — monitoring circuit health, coordinating with the US team during degradation events, and ensuring uptime met financial-grade expectations. 
· Secured Kubernetes workload networking on AWS by implementing VPC-native pod CIDR planning and PrivateLink-backed service endpoints, ensuring all container traffic stayed within PCI-DSS compliance boundaries with zero public internet exposure.
· Handled VPC design and subnet planning across AWS environments, managing address space through Infoblox to maintain conflict-free CIDR allocations as the cloud footprint scaled. 
· Wrote and maintained BGP route policies and route filters on AWS gateways, ensuring traffic took deterministic paths and stayed within defined boundaries — preventing route leakage across a PCI-DSS regulated financial environment.
· Worked with the US security team to integrate Zscaler Private Access as part of a broader Zero Trust rollout, making internal AWS-hosted applications reachable without exposing them to the internet. 
· Deployed and tuned Palo Alto VM-Series firewalls inside AWS for east-west traffic inspection between application tiers, with policies managed centrally through Panorama providing the US team centralized policy visibility and management across the environment. 
· Automated cloud network provisioning using Terraform and Python (Boto3) for VPC creation, route table configuration, and connectivity workflows integrated into GitHub Actions and Jenkins CI/CD pipelines with version control, significantly reducing manual provisioning steps and ensuring every infrastructure change was tracked, reviewed, and repeatable. 
· Built CloudWatch dashboards and custom alarms to monitor AWS connectivity health, bandwidth thresholds, and gateway states — enabling proactive issue detection and reducing reactive incident response across the AWS environment.
· Administered Red Hat Enterprise Linux and Ubuntu Server instances hosting AWS workloads — managing OS patching cycles, configuring SELinux policies on RHEL, applying Ubuntu security updates via unattended-upgrades, and maintaining audit logs to satisfy PCI-DSS compliance requirements.
· Developed and maintained runbooks for the most common AWS connectivity failure scenarios, standardizing incident response procedures and reducing average MTTR on Sev-1 issues to under 35 minutes. 
· Joined live incident bridge calls with the US team during Sev-1 cloud outages — responsible for running real-time diagnostics on the AWS side, communicating findings clearly, and driving resolution through structured troubleshooting methodologies. 
· Participated in bi-weekly architecture review calls with the US cloud and network teams, providing input on AWS network changes, security improvements, and long-term connectivity planning. 
· Maintained architecture diagrams, change records, and runbooks in Confluence and ServiceNow — ensuring accurate documentation throughout every engagement to support seamless handovers and team onboarding.

Network Engineer	Jul 2020 – Jan 2022
Hitachi Systems 
· Delivered network engineering support in a managed services environment, monitoring, maintaining, and troubleshooting enterprise client networks built on Cisco and Juniper infrastructure across multiple industry verticals.
· Configured and maintained OSPF and BGP across client WAN environments — OSPF for internal multi-area routing and eBGP for ISP-facing connectivity, including prefix filtering and route policy configuration to control what was advertised and accepted at the edge.
· Managed IPsec site-to-site VPN tunnels between client branch offices and headquarters — handled tunnel negotiations, troubleshot phase 1 and phase 2 failures using debug outputs, and worked with ISPs when the issue was on the provider side.
· Managed and optimized Cisco Catalyst switching infrastructure— VLAN creation and trunking, STP tuning to control root bridge placement, port-channel configuration using LACP, and troubleshooting intermittent connectivity issues caused by topology changes and TCN floods.
· Handled HSRP and VRRP configuration on distribution layer switches for gateway redundancy — including priority and preemption settings, and validating live failover behavior to confirm gateway redundancy functioned as designed.
· Administered Juniper SRX firewalls for perimeter security across several client environments — configuring security zones, writing firewall policies, setting up NAT, and troubleshooting traffic flows using Junos packet capture and flow trace commands.
· Worked on MPLS WAN connectivity for clients with multi-site setups — coordinating with service providers for circuit provisioning, troubleshooting PE-CE routing issues, and validating end-to-end connectivity after changes on the provider side.
· Used Wireshark and SolarWinds NPM for monitoring and deep-dive troubleshooting — SolarWinds for baselining normal traffic patterns and catching anomalies early, Wireshark for packet-level analysis on issues like one-way VoIP audio, slow application response, and DHCP failures.
· Handled network changes following ITIL change management — every change had a documented plan, rollback procedure, and post-change validation before closing the ticket, ensuring structured change governance across a multi-client environment where uncontrolled changes carried significant business risk.
· Supported and maintained RHEL and Ubuntu Server systems across managed services client environments — performing OS-level troubleshooting, applying security patches, managing user accounts and file permissions, configuring cron jobs, and writing Bash scripts to automate log rotation, disk monitoring, and recurring maintenance tasks.

Junior Network Technician	Jan 2020 – May 2020
Innovites
· Monitored enterprise network health using SolarWinds NPM, responding to performance alerts, analyzing anomalies, and escalating critical issues to senior engineers with detailed diagnostic notes. 
· Conducted IPAM audits and maintained accurate network topology diagrams in Visio, identifying stale and conflicting IP allocations and improving documentation accuracy by 35%. 
· Assisted senior engineers in configuring and troubleshooting Cisco Catalyst switches and routers, including VLAN configuration, port assignments, and basic firewall ACL reviews in a live production environment. 
· Supported TCP/IP, DNS, DHCP, and NAT administration tasks, troubleshooting connectivity issues and maintaining accurate network records under senior engineer supervision. 
· Gained hands-on exposure to Spine-Leaf data center topology, supporting fabric documentation, inter-switch link mapping, and change log maintenance across the enterprise environment.
