CHANIKYA VAKA 
CLOUD NETWORK ENGINEER | 270-917-3912 | chanikyavaka@gmail.com | LinkedIn 
PROFESSIONAL SUMMARY 
Cloud Network Engineer with 4+ years of experience designing, deploying, and supporting enterprise and hybrid cloud network environments. Strong expertise in AWS VPC, Transit Gateway, Direct Connect, Site-to-Site VPN, BGP, routing, subnetting, and network security. Experienced in Cisco routing and switching, Palo Alto and FortiGate firewalls, SD-WAN, and network performance troubleshooting. Proven ability to automate network operations using Python and Ansible while improving infrastructure reliability, scalability, and operational efficiency.
TECHNICAL SKILLS 
· Cloud Networking: AWS VPC, AWS Transit Gateway, AWS Direct Connect, Route 53, Site-to-Site VPN, Security Groups, Network ACLs, Azure Networking 
· Routing: BGP, OSPF, EIGRP, TCP/IP, IPv4/IPv6, VLAN, STP/RSTP, Trunking, EtherChannel, MPLS, QoS, LAN/WAN 
· Network Security: Palo Alto NGFW, FortiGate, IPSec, SSL VPN, NAT, ACLs, IDS/IPS, Zero Trust, NAC, 802.1X 
· Network Infrastructure: Cisco IOS, Cisco Catalyst, Cisco ASR, Cisco Meraki, Juniper, pfSense, SD-WAN, DHCP, DNS, IPAM 
· Automation: Python, Ansible, Network Automation, Configuration Management, YAML, REST APIs 
· Monitoring: SolarWinds, PRTG, Wireshark, Nmap, GNS3, Cisco Packet Tracer, SNMP, Network Performance Analysis 
· Operations: Incident Troubleshooting, Capacity Planning, Change Management, Network Documentation, High Availability, Root Cause Analysis 
PROFESSIONAL EXPERIENCE 
Cloud Network Engineer 
City of Phoenix | Tennessee, USA | August 2024 – Sep 2026 
· Designed and supported enterprise AWS network architectures incorporating VPCs, public/private subnets, route tables, Internet/NAT Gateways, security groups, and Network ACLs.
· Implemented AWS Transit Gateway architectures to provide centralized connectivity between multiple VPCs and on-premises enterprise environments.
· Configured and troubleshot IPSec Site-to-Site VPN connectivity between AWS and Cisco infrastructure, resolving routing, tunnel negotiation, encryption, and packet-flow issues.
· Supported AWS Direct Connect environments with BGP-based routing, validating route advertisements, backup paths, and hybrid cloud connectivity.
· Managed Palo Alto firewall policies, NAT rules, security zones, and network segmentation controls across cloud and enterprise environments.
· Developed Python and Ansible automation for Cisco network configuration and VLAN provisioning across 50+ network devices, improving configuration consistency and reducing repetitive administration.
· Supported SD-WAN deployments across branch locations by analyzing application paths, WAN utilization, latency, and failover performance.
· Diagnosed network availability and performance issues using AWS CloudWatch, Wireshark, routing tables, system logs, and packet-level troubleshooting techniques.
· Performed end-to-end packet-flow and routing analysis across AWS, VPN, firewall, and enterprise network layers to identify and resolve production connectivity issues.
· Partnered with cloud, infrastructure, and operations teams to investigate incidents, coordinate remediation activities, and restore network services.
· Standardized recurring network operations through automation and configuration-management practices, reducing manual administrative effort.
· Supported high-availability hybrid network environments by validating routing, security policies, connectivity paths, and failover configurations.
Network Engineer 
Infosys BPM Ltd. | Hyderabad, Telangana, India | Mar 2022 – Nov 2023 
· Supported enterprise Cisco Layer 2 and Layer 3 network infrastructure, including VLANs, access ports, trunk links, and Spanning Tree Protocol configurations.
· Assisted with IP addressing, subnet allocation, DHCP configuration, and routing changes while maintaining accurate network documentation.
· Monitored network devices, circuits, and connectivity using SolarWinds and PRTG, analyzing alerts, utilization trends, interface errors, and availability metrics.
· Investigated and resolved VLAN connectivity, routing, DNS, packet-loss, and end-user network issues across campus environments.
· Assisted senior network engineers with IPSec Site-to-Site VPN implementation and troubleshooting for branch connectivity across multiple locations.
· Performed packet-level troubleshooting using Wireshark and Cisco IOS diagnostic commands to identify network faults and support root-cause analysis.
· Maintained network topology diagrams, IP address management records, device inventories, and standard operating procedures.
· Validated VLAN assignments, trunk configurations, access-port settings, and STP behavior during network changes and troubleshooting activities.
· Reviewed subnetting, DHCP requirements, addressing schemes, and routing updates against established network configurations.
· Analyzed monitoring alerts and network utilization data to identify emerging performance, availability, and connectivity issues.
· Supported incident investigations by collecting Cisco device outputs, analyzing packet behavior, and documenting technical findings.
· Contributed to daily network operations through infrastructure monitoring, configuration validation, VPN support, troubleshooting, and technical documentation.
EDUCATION 
Master of Science – Technology Management 
Bachelor of Engineering – Electronics & Communication Engineering
PROJECTS 
AWS Hybrid Cloud Network Migration 
Technologies: AWS VPC, Transit Gateway, IPSec VPN, BGP, Terraform, Cisco IOS 
· Designed and executed migration of a 200-device on-premises Cisco network to an AWS hybrid architecture for a mid-size manufacturing company, completing cutover with zero unplanned downtime. 
· Built a Transit Gateway hub-and-spoke topology connecting 6 VPCs across 2 AWS regions with automated BGP failover to on-premises backup links. 
· Codified the network infrastructure using Terraform, reducing provisioning time from 3 days to under 5 hours. 
Network Automation & Monitoring Platform 
Technologies: Python, Ansible, Netmiko, SolarWinds, Cisco IOS, FortiGate 
· Developed Python and Ansible scripts to automate VLAN provisioning, firewall rule updates, and daily configuration backups across 80+ Cisco and FortiGate devices. 
· Integrated automated compliance checks comparing device configurations against baseline templates, preventing 5 major misconfigurations from reaching production. 
· Reduced weekly manual network administration activities from 20 hours to under 3 hours, with the solution adopted as standard practice across the network operations team. 
 
