NAGA POOJA KILARU
+1 (720)-965-2169   |   nagapooja18kilaru@gmail.com
SUMMARY
Network Security Engineer with 6 years of experience designing, implementing, automating, securing, and troubleshooting enterprise network and application delivery infrastructure across large-scale environments. Hands-on expertise with F5 BIG-IP LTM/GTM, AWS CloudFront, Palo Alto NGFW, Panorama, Zscaler ZIA/ZPA, Cisco routing and switching, BGP, OSPF, EIGRP, and cloud networking. Experienced in Python, Ansible, Terraform, and Netmiko for infrastructure automation, configuration management, security policy deployment, compliance validation, and infrastructure-as-code. Strong background supporting application delivery, cloud connectivity, production operations, performance optimization, incident response, and high-availability environments across AWS and Azure. Proven ability to automate repetitive operational processes, improve deployment consistency, troubleshoot complex connectivity and performance issues, and collaborate with application, cloud, network, and security teams to maintain reliable and secure enterprise services.
TECHNICAL SKILLS

	Network Security & Firewalls
	Palo Alto PA-Series NGFW, Panorama, Cisco ASA, Zscaler ZIA/ZPA, IDS/IPS, Threat Prevention, URL Filtering, DLP, DDoS Protection, Security Policies, NAT, Firewall Rule Management

	VPN & Remote Access
	IPsec VPN, SSL VPN, Site-to-Site VPN, GlobalProtect, Secure Web Gateway (SWG), Remote Access

	Routing & Switching
	BGP, OSPF, EIGRP, VLANs, STP, Trunking, Inter-VLAN Routing, Cisco IOS, IOS-XE, NX-OS, Cisco ISR, ASR, Catalyst, Nexus

	SD-WAN
	Cisco Viptela, vManage, SD-WAN Templates, Control Plane, Data Plane, Tunnel Monitoring, Routing

	Application Delivery & Load Balancing
	F5 BIG-IP LTM/GTM, iRules, Virtual Servers, Pools, Health Monitors, SSL Offloading, High Availability, Traffic Management, AWS CloudFront

	Cloud Networking & Security
	AWS VPC, Subnets, Route Tables, Security Groups, NACLs, IAM, CloudTrail, CloudFront, Hybrid Cloud Connectivity, Azure VNets, NSGs, Azure Firewall, Application Gateway

	Automation & Infrastructure as Code
	Python, Ansible, Terraform, Netmiko, Configuration Automation, Infrastructure Automation, Firewall Automation, Compliance Automation

	Network & Security Operations
	Network Monitoring, Performance Analysis, Infrastructure Optimization, Production Support, Change Management, Incident Management, Configuration Management

	Data Center Networking
	Cisco ACI, Cisco Nexus, VXLAN, Spine-Leaf Architecture, WLC, Wireless Access Points, 802.11

	Monitoring & Incident Response
	Splunk SIEM, Wireshark, Packet Analysis, Firewall Logs, IPS Monitoring, SNMP, Network Performance Monitoring, Incident Response, Troubleshooting

	Compliance & ITSM
	ServiceNow, Jira, ITIL, Agile, Change Management, Incident Management, PCI DSS, Security Compliance






PROFESSIONAL EXPERIENCE
Network Security Engineer – Capital One	March 2024 – Present | Dallas, TX
1. Manage and administer Palo Alto PA-Series Next-Generation Firewalls through Panorama, including device groups, templates, centralized policy management, security rule administration, and configuration standardization across distributed enterprise environments.
1. Design, implement, and maintain firewall security policies, NAT rules, IDS/IPS controls, and advanced threat prevention profiles while conducting firewall rule reviews and risk assessments to support PCI DSS compliance.
1. Deploy and administer Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) to implement Zero Trust Network Access (ZTNA), Secure Web Gateway (SWG), web filtering, and DLP controls for 10,000+ enterprise users.
1. Support Cisco Viptela SD-WAN environments by managing vManage templates, monitoring control and data planes, troubleshooting tunnel stability, and resolving routing and branch connectivity issues.
1. Managed F5 BIG-IP LTM/GTM application delivery environments by configuring virtual servers, pools, health monitors, SSL offloading, traffic management, and high-availability configurations to support reliable delivery of business-critical applications.
1. Configured AWS CloudFront for secure and scalable delivery of internet-facing applications while integrating CloudFront with AWS networking and security controls to support application availability and performance.
1. Developed and maintained Terraform infrastructure-as-code configurations for AWS networking and security resources, enabling consistent, repeatable, and auditable infrastructure deployments across enterprise environments.
1. Developed Python and Ansible automation for firewall configuration, infrastructure deployment, configuration validation, and compliance checks, reducing repetitive manual activities and improving deployment consistency.
1. Automated recurring network and security configuration processes by developing reusable Python and Ansible workflows that reduced manual effort by 40% and accelerated configuration deployment from hours to minutes.
1. Supported application delivery and network infrastructure by troubleshooting connectivity, routing, security, and performance issues across cloud and enterprise environments while maintaining high service availability.
1. Performed production troubleshooting and incident response for network and application connectivity issues, analyzing logs, traffic behavior, and infrastructure performance to identify root causes and restore services.
1. Collaborated with application, cloud, cybersecurity, and infrastructure teams to implement network and security changes, troubleshoot production issues, and improve application availability and operational reliability.
1. Supported controlled infrastructure changes through ServiceNow and ITIL-based processes, ensuring configuration changes followed established change management, incident management, and compliance procedures.
1. Configure, maintain, and troubleshoot Cisco routers and switches across IOS, IOS-XE, and NX-OS environments, supporting BGP, OSPF, EIGRP, VLANs, trunking, and inter-VLAN routing.
1. Implement AWS network security controls including VPCs, subnets, route tables, Security Groups, IAM, and CloudTrail using Terraform to support scalable, consistent, and auditable cloud infrastructure.
1. Support hybrid cloud network architectures integrating enterprise on-premises infrastructure with AWS and Azure networking services while maintaining secure connectivity and high availability.
1. Perform network capacity planning, performance analysis, troubleshooting, and infrastructure optimization to improve scalability, reliability, and application availability.
1. Automate firewall configuration, deployment, and compliance validation using Ansible and Python, reducing manual effort by 40% and decreasing deployment time from hours to minutes.
1. Develop Splunk SIEM dashboards and tune security monitoring to improve threat visibility and reduce mean time to detect (MTTD) security incidents by 30%.
1. Maintain 99.99% network availability through proactive infrastructure monitoring, F5 high-availability management, performance optimization, and preventive troubleshooting.
1. Collaborate with cloud, cybersecurity, application, and infrastructure teams to troubleshoot complex network connectivity and security issues across enterprise environments.
1. Manage incidents, service requests, and changes through ServiceNow in accordance with SLA and ITIL-based operational processes.



[bookmark: _GoBack]Network Security Engineer – ADP	Sep 2022 – Feb 2024  |  Roseland, NJ
· Led migration of enterprise firewall infrastructure from Cisco ASA to Palo Alto NGFW, converting ACLs and NAT policies into Palo Alto security policies while maintaining secure connectivity and minimizing service disruption.
· Migrated 15+ firewalls from Cisco ASA to Palo Alto NGFW, completing the implementation 20% ahead of schedule with zero unplanned downtime
· Configured and managed Palo Alto security policies, NAT rules, device groups, templates, and security profiles using Panorama for centralized firewall administration.
· Implemented Palo Alto threat prevention capabilities including Anti-Virus, Anti-Malware, URL Filtering, WildFire, and DDoS protection to strengthen enterprise security controls.
· Managed F5 BIG-IP LTM application delivery infrastructure by configuring virtual servers, application pools, health monitors, iRules, SSL offloading, and failover configurations to provide reliable and highly available application services.
· Developed and maintained more than 50 Ansible playbooks to automate firewall policy deployment, configuration updates, and repetitive infrastructure administration tasks, saving approximately 15 hours of manual effort per week.
· Automated recurring network and security configuration activities using Ansible to improve deployment consistency, reduce manual configuration errors, and accelerate infrastructure changes.
· Supported AWS networking environments by configuring VPCs, subnets, route tables, security groups, and network security controls for enterprise cloud connectivity and application infrastructure.
· Troubleshot production network, security, and application connectivity issues by analyzing firewall logs, network traffic, routing behavior, and infrastructure configurations to identify and resolve service-impacting problems.
· Collaborated with network, security, cloud, and application teams during infrastructure changes, production incidents, and troubleshooting activities to maintain reliable enterprise services.
· Performed infrastructure monitoring, incident management, configuration management, and controlled production changes using ServiceNow and Jira within established ITIL and Agile processes.
· Supported application delivery infrastructure by maintaining load-balancing services, monitoring application traffic, and troubleshooting availability and connectivity issues across enterprise environments.
· Monitored security events through Splunk SIEM and IPS platforms, investigated suspicious activity, analysed firewall and security logs, and escalated confirmed threats for incident response.
· Reduced security incident escalations by 25% through proactive Splunk monitoring, IPS tuning, and optimization of security alert thresholds.
· Managed enterprise Cisco switching infrastructure using VLAN segmentation, trunking, port security, and secure network access controls.
· Supported BGP and OSPF routing across LAN and WAN environments and troubleshot Cisco routers and switches to maintain network availability.
· Supported Azure networking including VNets, NSGs, Azure Firewall, and Application Gateway.
· Performed network monitoring, configuration management, infrastructure audits, incident management, and change management using ServiceNow and Jira within Agile/ITIL environments.

Network Engineer – Capgemini	May 2021 – July 2022  |  Hyderabad, India
· Troubleshot enterprise network and application connectivity issues using Wireshark, packet captures, protocol analysis, routing information, and network monitoring tools to identify and resolve service-impacting problems.
· Configured and troubleshot Cisco switching environments including VLANs, trunking, STP, inter-VLAN routing, and network segmentation.
· Assisted with Python and Ansible automation for network configuration deployment, device backups, configuration validation, and repetitive operational tasks to improve consistency and reduce manual effort.
· Supported AWS networking environments by assisting with VPC configuration, subnet design, route tables, routing, and cloud security controls for enterprise cloud connectivity.
· Supported production network operations across multi-site enterprise environments by monitoring infrastructure health, troubleshooting incidents, implementing approved configuration changes, and restoring services in accordance with operational procedures.
· Collaborated with network, security, and infrastructure teams to troubleshoot connectivity issues, implement network changes, and improve the reliability and performance of enterprise services.
· Standardized recurring network configuration and operational procedures through documentation and automation, contributing to a 20% reduction in network configuration errors.
· Assisted with BGP and OSPF routing changes, route troubleshooting, and network failover testing across enterprise LAN/WAN environments.
· Monitored firewall and network security logs using Splunk to support incident analysis, troubleshooting, and security event investigation.
· Troubleshot VPN, VoIP, and network connectivity issues using Wireshark, packet captures, and protocol analysis.
· Performed network monitoring, incident troubleshooting, configuration changes, and service restoration in accordance with ITIL-based operational processes.
· Reduced network configuration errors by 20% through standardized procedures, documentation, and automation of routine network operations.
